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ABSTRACT
Information Technology (IT) organizations are facing various risks such as strategic, operational and technical
risks. These risks should be identified, measured and mitigated. After risks are identified, resources should be
devoted to mitigate these risks. However, risk mitigation is a complicated problem especially in IT organizations.
It leads to difficulty in choosing and executing mitigation actions. In risk mitigation, decision making based on
the risk will be performed in order to have an efficient decision in the mitigation of identified risks. Risk mitigation
in IT organizations provides a disciplinary environment for proactive decision making to measure and treat
potential risk continuously. Unfortunately, present standards for risk mitigation show limitations when making
decisions on how to mitigate availability risks. Existing model provides inadequate support to practitioners in
making risk decision pertaining risk mitigation policies. This is due to the fact that existing approaches lack the
capabilities to support practitioners, these dependencies make the technical problem of mitigating existing risks
very challenging. In order to address this challenge, this research identifies the processes of risk decisions for
mitigating risk in IT organizations by developing a risk decision policy model that focuses on mitigating both
technical and operational risk that occurs in IT organizations.
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1.

INTRODUCTION

Risk decision policy aims to direct IT organizational activities to guarantee that its performance meets the
objectives set out in its strategy [1]. With effective policy, the return of IT project can be optimized to extend
business strategies and goals. Risk can be normally said as something that what might go wrong in any
organization. Risk is also a combination of the likelihood of an event and its effects, thus practitioners must learn
to treat the possible negative effects of risk against the possible gains of its related opportunity [2].
In IT organizations, risk management is a safety consideration that defines, measures, and controls uncertain
events in an attempt to reduce as many losses as possible, and to optimize IT infrastructure. Therefore, risk
management involves methods to uncover potential risks, to predict losses, and to take proper action to prevent
and control risk [3]. Risk mitigation has been a prime area of research since last two decades, and this area of
research has received a highly overwhelming response and contribution from the researchers both in industry and
academia. Risk mitigation is one of the main activities in risk decision policy. Risk mitigation is defined as the
process of identifying risk and selects suitable solutions to reduce risk according to the objectives of the
practitioners (experts, IT managers, staffs, decision makers). It includes monitoring, tracking and evaluating risk
process effectiveness throughout the utilization of IT infrastructures. The mitigation of risk provides a mechanism
for practitioners to handle risk effectively by providing the step wise execution of the risk method [4]. Thus,
presenting a medium to understand and express each mitigation strategy against any risk factors in IT
organizations [5]. Risk mitigation is an important process to assist practitioners achieving the new business
changes, future investment in information and information system [6]. Risk mitigation is sequence of phase’s aims
at identifying, addressing, and reducing risk before they turn out to be either threat to effective IT operation.
Poor decision making by IT practitioners in risk mitigation is due to unwillingness to rely on others for
decisions, not taking ownership of decisions, conflicting priorities and unstable staff availability of decision. In
risk mitigation, decision making means recognizing risks, generating alternative solutions to the risks, choosing
among alternatives, and implementing the chosen alternative [7]. Nowadays risk decision policy is the key to the
long-term survival of IT organizations. Each organization must be capable in making a good decision. Making
good decisions often requires knowledge that can provide the decision maker with data, information and answer
to questions, related to risk mitigation, without such support decisions may be based on intuitions or guesses.
Decision making is important in risk mitigation to align the organization policy and procedure structure for
effective decision making. According to Gabriel and Obara (2013) decision making is vital in risk mitigation and
is dependent on the quality of decisions that informs its operation [8]. A suitable decision making process can
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assist organizations to increase the effectiveness and incorporating improvements aimed at better understanding,
improved communication and more effective management [9].
The structure of this paper is as follows; Section 2 describes the materials and methods, Section 3 describes
the proposed risk decision policy model. Section 4 presents the discussion, conclusions and future works.
2.

MATERIALS AND METHODS
This section briefly explores the research problem, research objectives and related work.
2.1 Research problem

One of the emerging problems in the field of risk mitigation in IT organizations is mainly due to existing
approaches not being able to provide risk decision policy support to practitioners in mitigating risk. Risk decisions
are performed to mitigate risks in IT organizations. Practitioners make decisions to solve operational and technical
risk. However, existing models inadequately provide assistance for practitioners to make risk decisions on treating
identified risk in IT organizations [10, 11]. Therefore, mitigation of risk is not properly carried out, since the risk
decision policy is basically ignored by practitioners. The risk decision policy needs to be performed in order to
have a proficient risk mitigation process in the mitigation of identified risks in IT organizations [10, 12, 13].
2.2 Research objectives
The objectives of this study are:
a. To identify the processes of risk mitigation in IT organization.
b. To propose a risk decision policy model for risk mitigation which focuses on both technical and
operational risks in IT organization based on the first objective.
2.3 Related works
Risk mitigation mainly involves treating risk. IT organizations face several risks such as operational, technical
and strategic risks. These risks should be mitigated. However, risk mitigation is very complicated, especially in
IT organizations, leading to difficulty in choosing and executing mitigation actions. An effective risk mitigation
plan can identify risks, thus providing useful decision support for managers [13].
Pankaj et al. (2004) presented a generic prescriptive methodology for mitigating risks in supply chain and
also proposed five activities involved in risk mitigation [14]. The researcher mentioned that adapting to IT
involves risk, thus organizations must identify, evaluate, rank and mitigate these risks to thrive in today’s
economy. The model provides a disciplined environment for proactive decision making access what might go
wrong and implement strategies to deal with those risks. The model process involves risk identification, assessing
risk, plan and implementing solutions, conducting failure mode and effect analysis and lastly continuous
improvement.
Jung et al. (2006) suggested a qualitative method based risk mitigation method using suitable safeguards such
as prevention, reduction, monitor, detection, or correction and recovery to mitigate risk with risk analysis results
[15]. Appropriate and justified safeguards are identified and selected to mitigate the assessed risks to an acceptable
level. The model comprises of the result of the analysis, the safeguard methods, safeguard techniques, safeguard
decision and safeguard implementation.
Shan et al. (2009) developed a model for evaluating and mitigating information systems development risk
using balance score card [16]. Information Systems (IS) development process risk is required to be evaluated for
decision-making and the risks need to be mitigated. The model mitigates IS risks based on risk mitigation
strategies put forward to transform the risk into strategic execution. The researchers claim the model has the
advantage of integrating strategy and mitigating risk effectively using BSC as to reduce IS development risks and
improving development performance while guaranteeing the realization of target.
Ahdieh et al. (2012) proposes a novel model for IT and software risk mitigation plan mainly to reduce the
risks consequences and their occurrence probabilities [12]. The model determines the mutual impacts of the risk
mitigation activities and implements a risk mitigation plan. The researcher used case study to verify the
performance of the model. The model is based on the verified and extracted data from IS. This model process
involves creating risk mitigation plan according to obtained information from the previous project and historical
data.
Eliza and Dumitru (2013) designed a risk mitigation model in small and medium enterprise (SME) [17]. The
model attempts to define a comprehensive structure of internal and external risks residing in open innovation and
which prevent the proper functioning of SMEs, and provide results on the factors that help to mitigate the risks
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that occur in SMEs by using external knowledge to accelerate organizational and technological learning of a firm,
by staying tuned with the latest risk mitigation information.
Basit et al. (2011) presented a trivial model for risk mitigation in software management that not only focuses
on the identification of the risks but also provides a mechanism to mitigate the risk effectively the researchers
claimed [5]. The model discusses the software risk management by providing the step-wise execution of the risk
mitigation methodology by presenting an easy flowchart to express the working of each mitigation strategy against
any risk. In order to mitigate the risks effectively, the researchers proposed to index the risk factors by calculating
the impact and likelihood of each risk factor.
Ahdieh and Siew (2012) proposed a mitigation model of software risk management process [10]. The model
makes use of risk mitigation decision which assists to create new opportunities. The identification and focusing
on these opportunities increase the benefits by considering the impacts of such hidden risks. To improve the risk
mitigation decisions which are the main goal of risk managers, the model uses a synthesized approach which
identifies risks and opportunities together with the risk reduction activities.
3.

PROPOSED RISK DECISION POLICY MODEL

The proposed risk decision policy model is based on the risk mitigation process which firstly aims to
anticipate risks. Then, in the case of negative risks, it aims to prevent them from eventuating or to minimize their
impact if they do. In the case of positive risks, it aims to capitalize on opportunities that present themselves. Thus,
the presented model aims to treat risk in IT organizations; by involving risk decision policy of practitioners in the
organization. An effective risk mitigation process is necessary to carry out these risk mitigation activities and to
provide the information necessary for risk decision in IT organizations.

Figure. 1 Proposed risk decision policy model
Figure 1 shows the proposed model which is based on five phases. The risk mitigation process aims to assist
in dealing with the risks inherent in IT organizations and thereby exercise better control over IT organizations by
increasing chances of enterprise success. The risk decision comprises of four policies standards that must be
carried out by practitioners in IT organization to mitigate risk that occurs in their enterprise. The model is mainly
based on the risk decision which includes risk impact and probability measurement, best practice suggestion, risk
data storage and reusing of risk data as seen in Figure 1. The risk decision is the area of concentration in this
research based on the research problem in Section 2.1. The risk decisions will assist in answering the research
problems in this research. The model provides support to practitioners through the risk mitigation report. Thus,
risk decision is the main process in the risk mitigation model where decision is carried out based on various
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alternatives or solutions on how to treat the risk. The research objective 1 which aims to identify the risk mitigation
process is shown in the model and described in Table 1.
3.1 Model process
Risk mitigation process to be carried out by practitioners is shown in Table 1:
Table. 1 Risk mitigation process
Process
Risk
identification

Description
Risk identification is the first stage of the risk mitigation process. It is concerned with
identifying the risks that could affect IT organizations negatively [13]. Risk
identification may involve a team of group members who come together to brainstorm
possible risks [18]. Alternatively, the practitioners may simply use their experience to
identify the most probable or critical risks [19].

Risk Decision

Risk decision is the act of reaching a conclusion on the best solution to solve the risk;
based on the risk magnitude and risk impact (risk measurement). Decision making is the
most important phase in risk mitigation, because this is the phase the risk solution is
chosen by the practitioners. However, it is also the most challenging task practitioners’
face in mitigating risk. Good decision aids IT organizations to be effective. Thus, risk
decision helps the decision makers to estimate the impacts of various identified risks.
Risk decision has a robust comprehensive information risks mitigation policy by
effectively mitigating the risks it faces. Practitioners can guard against poor decision
making, using process like decision trees or risk breakdown [5, 10, 20]. Risk decision
aims to deal with the risks inherent in IT Organizations and thereby exercise better
control over the IT infrastructures and increase its chances of successful IT utilization.

Risk Treatment

This phase involves prioritizing the solutions of the identified risk according to their risk
magnitude, defined classes of risk [19]. Risk treatment is defining an effective strategy
to solve the risks associated with the various risk classes defined. In risk treatment, the
practitioners’ perspective is included in the treatment of IT risks by comparing various
solutions to the risk, using procedures such as bench marking, cost benefit analysis and
benchmark to state mission [6, 21].

Risk Monitoring

Risk monitoring aids in the checking of the risk milestones as the risk treatment is
applied using process like knowledge mapping, standard risk management plan and
milestone tracking. Risk monitoring is a convenient milestone for reporting, reviewing
and taking action. It aims to effectively communicate hazards to practitioners and other
stakeholders in order to support managerial actions [22]. Finally, the practitioners must
monitor the results of the implementation to provide feedback to management for review
of the selection criteria, the alternatives, and the decision [10, 23].

Risk Reporting

This phase is a new process added in this research. It is not derived from the literature
but added in the model to support practitioners in generating and viewing risk mitigation
activities that have been applied by the practitioners. Risk report searches the needed
risk mitigation information from the enterprise knowledgebase. If the model does not
find exact answers, it can seek approximate ones. The risk report phase presents the
needed risk mitigation knowledge to practitioners. The risk report works with the risk
monitoring phase and also displays warning message based on the state of the identified
risk that is been mitigated. Thus, if the model is to be implemented as a tool the risk
report will automatically informs the practitioner via email notification updates on the
current state of the identified risk.

3.2 Risk decision policy process
Risk decision policy process are the sub process of risk decision to be adopted by practitioner. The outcome
of risk decision process will influence practitioners risk decisions on how to mitigate identified risks. The risk
decision processes are described below as:
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a.

Risk impact and probability measurement

Risk impact and probability measurement is the systematic process to understand the nature of risk (by
finding, recognizing and describing risks) and to deduce the level of risk (by assigning values to impact and their
probability). Risk impact and probability measurement provides the basis for risk decisions about risk treatment.
During the risk decision phase, practitioners have to consider each identified risk and make a judgment about the
probability and impact of that risk. Practitioners normally rely on their judgment and experience of previous
projects and the problems that arose in them. It is not possible to make precise, numeric assessment of the
probability and impact of each risk. Once the risks have been measured and ranked, practitioners can make
decisions on which of these risks are most significant. Risk decisions depend on a combination of the probability
of the risk arising and the impact of that risk. In general, the most serious risks should always be considered as all
serious risks that have more than a moderate probability of occurrence.
b. Best practice suggestion
Best practices are based on previous risk mitigation cases gotten by capturing information and identifying
critical success and failure factors in risk decisions. A knowledgebase of risk operational and technical risk
identified was populated with a summary of both internally and externally used case studies. A description of the
risks including risk event drivers, mitigation strategies implemented, risk impact and probability constitute the
database of case studies. Therefore, practitioners will be able to locate previous risk mitigation activities via a
collaborative environment or a risk mitigation system.
c.

Risk data storage

The knowledgebase is collation information captured from practitioners’ know-how, lessons learnt (in-depth
internal expertise), case studies (internal and external case-based knowledge), best practices (external
benchmarking) and risk mitigation standards. The access to such a knowledge means that the model is capable of
enabling the use of past successes and failures captured to mitigate risks in IT organizations.
The risk data to be stored are basically knowledge elicitation of lessons learnt is the extension of case-based
studies which capture in-house past experiences in more detail. The success of a risk decision can be enhanced by
considering successes and failures of previously completed risk mitigations. In other words, a success factor can
be derived from historical lessons learnt; otherwise previous mistakes can be repeated leading to failures.
Furthermore, the lessons learnt also help to identify location of critical risk items which are identified based on
success factors from lessons learnt.
d. Reusing of risk data
The reuse of risk data in risk decision not only provides an avenue for transferring excellence from several
sources into the risk mitigation process, but also serves to populate the database with respect to identification of
operational and technical risk and mitigation strategies. Additionally, data can be reused from different aspects of
IT organization depending on the specific role in the team, background, experience and personality. Reusing of
risk data is designed to generate lessons learnt and build onto the knowledge on completion of each risk decision.
4.

CONCLUSION AND DISCUSSION

IT organizations faced operational, technical and strategic risks that make practitioners to miss their planned
schedule, time and quality. Hence, there is the need to effectively and efficiently model to mitigate such risks if
practitioners want to avoid the above problems. Existing risk mitigation models in IT organizations do not provide
adequate support for practitioners to make risk decisions in mitigating risk. Existing models do not provide the
user with support to estimate the probability and magnitude of risks; the models also do not provide risk reduction
advice. They do not cover some important aspects such as risk monitoring very well, and most of them are not
easily adopted [22]. Therefore, this research developed a risk decision policy model to support practitioners in IT
organizations to mitigate risk.
The developed model comprises of risk mitigation process namely risk identification, risk decision, risk
treatment, risk monitoring and risk reporting. However, this research is mainly based on the risk decision similar
to work carried out in [10] and [12] in their research on risk mitigation. The researchers also addressed decision
making in risk mitigation, although their research was based on software development domain whereas this
research study is based on IT organizations domain. The model presented is only based on the risk decision.
Therefore, the developed model in this research integrated a sub process for risk decisions as seen in Figure 1.
The risk decision policies to be adopted by practitioners in IT organizations include risk impact and
probability measurement, best practice suggestion, risk data storage and reusing of risk data. The developed risk
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decision policy model is less complex, easy-to-use, efficient, and less time consuming. The developed model has
been developed in order to tackle the limitations of the existing risk mitigation models. The model produces risk
reports for risk communication and risk tracking. The model caters mainly for mitigating risk in IT organizations
only. The model supports risk decision phase by providing support to practitioners in IT organization.
The developed risk decision policy model can identify, measure, treat and provide support to practitioners in
mitigating perceived operational and technical risks that occur in IT organization. The core of the research is the
risk decision phase that not only supports the decision-making process of the user, but also aids the risk knowledge
retrieving, storing, sharing and updating process of IT organization. Thus, the model provides a systematic
approach to mitigate potential risk items, thus preventing problems and failures to occur. It is designed to be used
as a decision support model for decision-makers, such as practitioners, IT expert and management.
However, this research possesses some limitations, first the developed model is only suitable to IT
organizations and cannot be applied to the other domain. Secondly, the model was not verified by the researcher,
the model was only developed based on secondary data from existing literature. In future, the authors plan to
validate the model process using qualitative study by implementing case study across three IT based organizations
in Malaysia. The data will be collected using semi-structured interview from the informants. There is need to
include the developed risk decision policy model to other practitioners in other domain such as educational
institution and software industries. Lastly, the authors will utilize the developed model to implement a risk
decision policy system to support practitioners to mitigate operational and technical risks that occur in IT
organizations.
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