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ABSTRACT

This survey reviews the energy effective mechanisms that direct the Internet of Thing (1oT) evolution while
examining the specific areas for energy optimization in wireless sensor nodes. This paper emphasizes the progress
in evolving energy techniques which target to reform the skeleton of 10T. Energy dissipation of an 10T sensor
node on its layer-based structure is discussed in the paper. An energy saving technique is surveyed under the
relationship of 10T and the cognitive radio networks in mobility aspects. In addition, a feedback based energy
profiling and reduction of control frame size techniques are discussed that in what manners do they help to reduce
energy dissipation. In this paper, we focused on the need of energy optimization for sensor nodes by considering
the heterogeneous nature of 10T node for the future needs.

Keywords: cognitive radio networks; internet of things; wireless sensor networks; energy efficiency; security;
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1. INTRODUCTION

The Internet of Things (10T) is a network of heterogeneous communication nodes connected with each other
through internet providing and exchanging data sensed and collected from other nodes. Smart homes, smart
factories, smart cities and smart grids are the major application areas where 10T is playing a vital role [1].
Numerous sensor nodes are used in these types of environments in which most of the nodes are wireless and
battery operated. Every node in that network is deployed for some specific purpose and is a foothold. Since every
node is battery operated, therefore its energy consumption is a noticeable point. If any node is compromised due
to low energy, it could cause a big decision failure for the network. As the majority of nodes are wireless and are
using free ISM band and there are other devices too, which are using the free ISM band consequently when there
is a huge number of nodes communicating at same channel, they would interfere each other [2]. This interference
would lead to higher packet drop ratio and a flooding of control packets, so retransmissions would take part. In
addition, by transmitting the same information multiple times would lead to higher power consumption in vain.

Cognitive radio (CR) is an option, which can be used to challenge this issue. CR would not only confront this
issue but would also make IoT network more reliable regarding connectivity communication and would also
address bandwidth availability issues. In this paper, we have discussed the energy dissipation of an loT sensor
node on its layer-based structure. Different techniques used under different layers are considered. For the futuristic
approach, some energy saving techniques are discussed under the relationship of 10T and the cognitive radio
networks in mobility aspects, a feedback based energy profiling and reduction of control frame size is discussed
that in what manners do they help to reduce energy dissipation.

1.1 Cognitive radios

Cognitive radio networks (CRN) are composed of wireless cognitive radio nodes, which can intelligently scan
the radio-frequency spectrum and identify available communication channels which are in use and which are not
[3]. Donor network whose spectrum is being scanned for vacant channels is the primary network so users are the
primary users (PU) and the opportunist network is cognitive radio network so users are the secondary users (SU).
SUs switches itself instantaneously into unoccupied channels while avoiding the occupied ones. This optimizes
the use of available radio-frequency spectrum while minimizing interference to other users [4, 5]. In November
2008, the federal communication commission (FCC) announced that vacant part of the radio-frequency spectrum
(spectrum white spaces) should make available to be used by the public [6]. And the devices which can use the
white spaces must be ensured to implement interference prevention, secure allocation of white spaces and
geolocation identification techniques [7].

Cognitive radio is a hybrid technology, a CR can scan and sense and analyze neighboring nodes which are
active or inactive, their identification and authorization, determination of geographic locations of nodes, identifies
the channel opportunity to switch on, spectrum management and handoffs, spectrum sharing and allocation,
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spectrum mobility, multiple adjustments of power and modulation techniques, encryption and decryption of
signals [8].

1.1.1 Spectrum sensing

The major part of CR is its spectrum sensing capabilities, there are three main methods to sense a spectrum,
how an SU will access the licensed spectrum.

Opportunistic spectrum access (OSA): the SUs access the frequency channel if and only if it has been detected
unused by the PU [9].

Spectrum Sharing (SS): an underlying scheme, SUs, and PUs coexist but SUs are on a condition to protect
PUs and avoid harmful interferences [10].

A hybrid approach introduced to increase the throughput of the previously mentioned schemes. SUs sense for
the active and idle frequency channels and reconfigure themselves accordingly by protecting PUs from harmful
interferences [11].

Figure 1 shows the different spectrum sensing techniques.
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Figure. 1 Spectrum Sensing Techniques

Whatever the approach is, the whole CR system is relying on spectrum sensing. If this is not done efficiently
and accurately it could not be guaranteed that it would work. Spectrum sensing techniques can be classified further
into different categories as shown in Fig. 1. Every category has its own kind of features and application area [12-
23]. Cognitive radios are setting up new standards and opening new horizons for emerging technologies like
defense, health monitoring, satellite communications, public safety, smart technologies, internet of things and
next-generation technologies. Many wireless devices in small-cell configurations communicate on same spectrum
parameters, due to this phenomenon the network nodes face a lot of interference from the neighboring nodes. This
interference between neighboring channels can be avoided by using CR technology, because every node would
be aware of its neighboring channel usage so will avoid using the same channel to communicate [24]. CRNs can
also be implemented to increase network capacity as well as for higher throughput. Internet of Things is an
emerging technology and is anticipated to connect thousands of billions of assorted devices/sensors/objects
through internet [25].
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1.2 Cognitive radios and internet of things

IoT is a new and evolving archetype that integrates numerous technologies, including wired and wireless
sensors, mobile phones, smart devices, and actuators along with intelligent protocols for connectivity of these
nodes through the internet. As loT deals with heterogeneous nodes connectivity through the internet, it has evolved
and the behavior of the potential user and several aspects of everyday life. The integration of 10T with CR can be
used in communications, sensor networks for eHealth, logistics and security, smart technologies and many more
[26]. This integration develops the effective communication system among the SUs [27]. One of the major parts
in 10T nodes is of wireless sensor nodes. As these nodes are operated in free ISM bands [2] and face a lot of
interference from numerous neighboring nodes. This interference is increasing as the number of nodes are
increasing in the environment and efficiency of network decreases. Therefore, wireless sensor networks require a
phenomenon to achieve efficiency to interconnect with the physical world in a more intelligent way. This gap can
be covered by making the intelligent decisions based on the surrounding environment using cognitive radio
technology [28].

2. ENERGY INGESTION OF WSNs

loT and WSN have gained a lot of global attention in research and development. Therefore, it has initiated a
massive development and implementation of sensors across diversified devices making them smart enough to
communicate [29]. Nevertheless, wireless sensor nodes have some constraints regarding severe energy ingesting
of the batteries, which is a substantial issue to its own existence causing scrambled network self-sufficiency.
Consequently, reducing the energy consumption rate of batteries is an ultimate necessity for the existence and
lifetime of sensor nodes in 10T. An ultimate challenge in 10T is how to communicate effectively while preserving
and optimizing the energy levels of nodes. Subsequently, this communication is the most energy consuming part
in these nodes. Figure 2 shows a descriptive energy consumption metric of a typical 10T sensor node [30].
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Figure. 2 Energy consumption metrics of a typical wireless 10T sensor node

In [31], an adaptive scheme is proposed to have power savings. This scheme works on the principal of
redistribution and association for the green wireless networking and the base some modifications (station
distribution and aggregation functions) are made in IEEE 802.11a and evaluated the performance of the scheme
under different scenarios. Results show a considerable amount of energy that can be saved using this scheme. In
[32], a power consumption investigation is done on the physical layer and considering the security aspect.
Specifically pointing the security issues under the presence of eavesdropper along with physical circuitry
requirements of sensor nodes for filtering and amplification of signals and the power consumption during emitting
radio signals. A framework “relay-selection based cooperative beamforming” is proposed. Exponential
complexity exhaustive search and linear-complexity relay ordering strategies are implemented to save energy
while maintaining the security against eavesdroppers. The results show that the beamforming framework
significantly outperforms the secrecy capacity with reduced computational complexity. In [33], a transmit
beamforming scheme for base stations is proposed while considering the self-interference mitigation and physical-
layer security. Zero forcing beamforming-based suboptimal algorithms are proposed to reduce the computational
complexity. Golden search and closed-form solutions are used to obtain the results. The simulation results show
considerable improvements in saving the energy while using the proposed algorithms.

In [34], a device-to-device communication survey is compiled focusing on network layer functionalities
including addressing, routing, mobility, security and resource optimization. Limitations in currently available
TCP/IP protocol and 6LoWPAN are addressed that how it can be implemented in 10T based environment. An

256



JOURNAL OF SOFTWARE ENGINEERING & INTELLIGENT SYSTEMS
ISSN 2518-8739
31** December 2017, Volume 2, Issue 3, JSEIS, CAOMEI Copyright E 2016-2017
WWW.jSeis.org

interoperable device-centric protocol is proposed which theoretically shows that can be used with 10T environment
better than the currently available solutions. In [35], a solid argument is aroused regarding IPv6 protocol that it
can be used with WSNs but does not take power consumption into consideration. 6LOWPAN header compression
algorithm applied to IEEE 802.15.6 in a solution to previously used IPv6. The simulation results are in a positive
way that the improvement made is working to save the sensor node energy. In [36], a comprehensive survey is
provided on current energy efficient technologies which can lead the 10T industry to the new horizons. Energy
consumption units of a sensor node both in hardware and software level are classified and different approaches
previously and currently used are discussed. In [37], a taxonomy of energy efficient attitudes in WSNSs is projected.
It presents a detailed study, discussions, and requirements to build an energy efficient mechanism for WSNs.

Several 10T energy optimization techniques have been proposed earlier, which were generally based on data
transmission using single-radio. But now the research is focusing on multiple heterogeneous radio interfaces for
short and long distance 10T nodes and gateways [38, 39]. Software Defined Radios (SDR) provides a conceivable
approach to have capabilities of multi-radios. SDRs equipped with cognition generates CRs, these CRs can be
replaced by the existing radios to have the capabilities of multi-radios by having a plus point of cognition [40,
41].

2.1 Layer based energy efficiency techniques

According to the energy consumption matric, several energy efficiency techniques are used to limit the energy
consumption patterns of an 10T sensor node. Figure 3 represents a comprehensive layer based classification of
energy efficiency techniques.
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Figure. 3 Classification of energy efficiency techniques

2.1.1 Physical layer

Sensor nodes have a nature to perform modulation, transmission, reception, digitization, amplification and
filtering any information to be received or to be transmitted. All these kinds of operations are done at physical
layer circuitry and a considerable level of energy is consumed to perform these types of operations [42, 43]. In
[44], a method of energy optimization is proposed for multi-hop wireless sensors networks. Used a matric for
energy per bit and channel model and modulation scheme selection. Moreover, in [45], authors proposed a
specified design for the upper layer to be aware of physical layer status. A scheme of protocols and application is
designed that minimize energy consumption of the nodes.

2.1.2 Mac layer

Responsibilities of a MAC layer includes reliability, low access delays, high throughput, and energy
efficiency. Collisions, interference, control packet overhead and overhearing at MAC layer a large amount of
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energy is required to do these types of operations and sometimes a huge amount of energy is wasted in these MAC
protocol operations. Techniques like adaptive transmission range and period, packet scheduling, and duty cycling
are majorly used in sensor networks to save energy at MAC layer [46-48].

2.1.3 Network layer

The network layer is responsible for routing process of a node to find out paths between the sources to
destinations. It is an essential and key process to any network-based node. Finding out an optimal path between
two communicating nodes is a key performance element for a sensor node regarding energy conservation. Because
it needs repetitive transmission of control-packets between every hop from source to destination. This
communication consumes a lot of energy as compared to the idle state of a node. Efficient routing techniques
includes multipath routing, geographical routing, flat routing, and hierarchical routing [49, 50].

2.1.4 Transport layer

Duties of a transport layer in any network enabled device includes the creation of end to end connection
between two host nodes, error recovery, flow control, and congestion avoidance. Connection and flow control is
easy to handle as compared to error and congestion control. Hidden and exposed node problems are common in
any wireless network. If it occurs, congestion also takes place so the data loss also occurs so an extra amount of
energy is required to handle these issues [50, 51].

To save energy, energy-aware congestion avoidance, and energy efficient reliable communication mechanisms
can be used as presented in [52], a congestion control mechanism, which considers node level congestion (NLC),
and link level congestion (LLC) and results in the energy efficiency of the network.

2.1.5 Application layer

Application layer runs multiple application-level services. Energy can be saved through these application
services by controlling those particular services which are energy hungry. This can be obtained by summation of
control information in a distributed manner used for request and response. This will ultimately reduce the number
of packets to transmit so the energy would be saved. In [51], a distributed framework is suggested that employs
power conservation. The goal of the framework is to reduce the data collection and delivery costs.

2.2 WSN topology-based techniques

WSN node deployment also employs a key role on energy consumed by a node. The optimality in energy
consumption mechanisms is achieved through active node positioning, coverage mechanisms, node localization
and network partitioning techniques.

2.2.1 Node positioning scheme

The optimal node placement in a network provides such placement mechanisms through which optimality in
energy consumption is achieved. These mechanisms estimate the optimal node placements, coverage and
connectivity costs along with energy consumption comparisons. An optimal node placement is essential to achieve
load balance and extended network operational lifetime [53]. In [54], a distributed deployment scheme (DDS) for
homogeneous distribution of Mobile sensor Nodes within the candidate region is proposed. This scheme provides
a minimum overlapping with maximum coverage. The DDS also provides a multi-path connectivity with the same
characteristics. But this scheme is limited to a minimum mobility and does not employ scalability. This is also not
suitable for real-time systems scenarios.

2.2.2 Coverage approaches

The QoS and performance of WSNSs take a significant importance of coverage issues. It can be viewed as a
target area, covered area, and a barrier coverage [55, 56]. The foremost objectives of area coverage technique are
to cover a specified constituency and monitoring of each node in that region. Targeted coverage or point coverage
is a mechanism used to cover a pre-specified fixed known location that needs to be observed. This scheme is used
on a limited number of fixed immobile sensor nodes. The node placement is kept denser for better results. Because
it is a fixed scheme so it provides guaranteed efficient coverage and monitoring. Barrier coverage in WSNSs is
used to make a barrier of sensor nodes. It is used specifically to sense movements across the sensor barrier. These
coverage schemes are playing a vital role to minimize power utilization in sensor nodes and their lifetime [57].

2.2.3 Localization
Localization is a technique to identify pinpoint the location of sensor nodes. This technique is operated under
local wireless based location identification instead of the global positioning system. The location identification
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scheme is further divided into target localization and self-node localization. The location is estimated on received
signal strength, size of data and time taken to transmit and the angle on which it is received [58, 59].

In [60], a mechanism is proposed to acquire the location while reducing the energy consumption in
localization. The nodes are activated in a probabilistic opportunistic way. This opportunistic probability is
calculated using trilateration localization algorithm. In this way, number of nodes in a specific time slot are
minimized so the active number of nodes would be less so the sensing range and area is reduced so a reasonable
amount of energy is saved.

2.2.4 Energy efficient security

WSNs are the manufactured on the concept specified application domain. Due to this constraint, these sensor
nodes are designed with limited resources. It usually has some processing power, memory, and communication
range; all these operations need some power to operate. Concerning the security, there are no centralized
mechanisms for monitoring the communication so all the security-concerned mechanisms are done by the node
itself. This is also an extra overhead to the limited resourced node. Taking the security concerns and making it
more secured needs high computational tasks so it consumes a significant amount of energy to perform these
tasks. These are prone to network attacks like spoofed routing and acknowledgment information, Sybil attacks,
sinkholes and wormholes attacks, selective packet forwarding and hello flood attacks [61-63]. Designing a secure
mechanism which is resource efficient specifically regarding energy consumption against these routing attacks
for WSNs is need to be addressed by the researchers.

3. FUTURE DIRECTIONS

Current 10T networks demand innovative means of lowering the energy consumption. Based on study provided
in the previous sections various research gaps have been identified regarding needs of energy optimization. The
future directions to minimize energy consumption in loT wireless sensor nodes while maintaining its
heterogeneity nature following schemes can be helpful to reduce the energy ingestion.

e Integration of cognitive radios with 10T sensors: a network-switching scheme for 10T sensors using
cognitive radios based on energy consumption.

o  Mobility profile based adaptive energy optimization schemes for fixed and mobile 10T sensor nodes.

e Adaptive energy profile creation and selection scheme based on current and previous energy
consumption patterns and pushback communication scheduling policies.

e Adaptive selection scheme of control frame size and number of frames, based on sensor’s energy
consumption rate and remaining energy.

3.1. Methodology

To achieve the above-mentioned objectives of the scheme the following methodology regarding each objective
is to be considered:

3.1.1 Integration of CR with loT

In this setup, an 10T sensor node would not be a simple node; it would be equipped with CR capabilities. An
adaptive scheme would be developed to implement this objective. 10T sensor nodes will communicate with its
central access point in normal conditions, whenever a sensor node faces high transmission cost regarding energy
consumption it would try to shift itself on CR mode and would transfer its data through PU’s network. The cost
analysis would be done on interference and retransmission ratio analysis afterward another analysis would be
done between current transmission parameters cost and CR mode switching cost, whatever would be the beneficial
one, sensor node would adapt that mode. Another analysis would be done regarding the distance between the
sensor node and its access point. If the access point is far distant as compared to PU’s then calculating transmission
cost for a long distant AP and a short distant AP including CR mode switching cost would be done and node
would adapt optimal transmission mode.

3.1.2 Mobility aspect

Sensor nodes are not always stationary nodes; it can be mobile nodes. Therefore, concerning mobile sensor
nodes, same scheme would be implemented as of stationary nodes but the distance parameter would always be
the changing one. So, to handle mobility, node’s mobility patterns and previous decision regarding mode switch
would be observed and mode switching would be done adaptively after analyzing the costs.
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3.1.3 Adaptive energy profiling and pushback policy

An energy profiling concept would be used in which sensor node would take record of its energy usage in the
past and would predict its own life at remaining energy. It can be done on hourly or day basis. The node would
compare energy consumption rate between current day and time with previous day and time plus today’s energy
usage behavior analysis and would make decisions based on results weather to switch its mode or not. A predictive
scheduling can also be done on these parameters and a node itself can make its own adaptive energy scheduling
profiles. If a node is not capable enough to do these tasks, access points can also take part into this and make
energy profiles of the sensor node and after analysis can make a schedule for sleep, awake and mode switching.
After making the schedule this can be pushed back to the nodes to follow on.

3.1.4 Adaptive control frames algorithm

An algorithm would be generated for control frames (RTS, CTS, ACK). This algorithm would have the
capability to switch between size and number of frames sent during communication. These sizes and number of
frames would be predefined and the selection would be based on the rate of energy consumption and remaining
energy level. Reducing the size and humber of frames would provide a measurable energy saving.

4. CONCLUSIONS

A progress in evolving energy techniques that target to reform the skeleton of 10T is focused in this paper. We
focused on the need for energy optimization for sensor nodes by considering the heterogeneous nature of 10T
under the relationship of 10T and the cognitive radio networks in mobility aspects. Various research gaps have
identified regarding needs of energy optimization. In the future prospects, directions to minimize energy
consumption in 10T enabled nodes while maintaining its heterogeneous subsequent schemes can be helpful to
reduce the energy ingestion. Integration of cognitive radios with 10T sensors can help to reduce the energy
consumption rate. Another method to optimize the energy consumption is the mobility based adaptive energy
optimization scheme that can also implement to reduce the transmission costs. Adaptive energy profiling with
pushback communication scheduling policies is an alternative scheme to optimize energy consumption of the
nodes. In addition, to reduce the energy ingestion is to develop an adaptive scheme for the selection of control
frame size, selected on the status of energy level and needs. All the mentioned schemes can make a major
contribution towards energy efficient IoT nodes. However, an advanced innovative energy optimized 10T node
still needs to address by the researcher.
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